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ABSTRACT

The security of the communication channels has become a hot research topic for the 5G due to the
tremendous advancements in wireless communications over the past two decades, including the
recent emergence of the fifth generation (5G) in mobile wireless communications, which is
anticipated to support extremely large user connections and exponentially increase the wireless
Services.

This paper describes a new approach to the problem of interception of wireless communication
channels between the legitimate users. Physical Layer Security PLS is new topic enhancing the
secrecy performance of a Single-input-multiple-output (SIMQO) system for wireless
communication from one base-station equipped by single transmitting antenna to many users
equipped by multiple receiving antennas each. The receiving beamforming techniques “with a
perfect channel CSI is assumed”, such as Maximum Ratio Combining MRC and Equal Gain
Combining EGC is utilized in order to achieve the perfect secure receiving for the legitimate users.
A downlink transmission of Multiple-input-Single-output (MISO) has been designed ‘Base-
station’ equipped by multiple transmitting antennas and users (legitimate and Eavesdropper) with
single receiving antenna can focus the information signal in the direction of the
intended/information user while minimizing the signal's quality as received by an eavesdropper.
The technique of Artificial Noise AN is also researched in addition to beamforming.

The secrecy rate performance measured as Bit-error-ratio BER vs SNR in SIMO system model
implemented with the receiving beamforming schemes MRC and EGC suggested that the MRC is
considered as an optimal receive beamforming diversity technique in order to achieve a best
secrecy rate of transmitted signal and as it was compared to secrecy rate performance resulted from
MISO system model.

Keywords: Physical Layer Security PLS, Beamforming, Artificial Noise AN, Receive
Beamforming, Eavesdropper, SIMO, MISO, Maximum ratio combining MRC, Equal
gain combining EGC, Bit-error-ratio BER.

1. INTRODUCTION

Wireless communication technology may be a need for modern-day life since human creatures
depend on this innovation for information transmission. In most cases, the information contains
confidential data such as banking transactions, military applications, and interactive media. These



Academy journal for Basic and Applied Sciences (AJBAS) Volume 4 # 3 December 2022

networks are subject to various kinds of attacks. Usually, the upper layers of the open system
interconnect model are utilized to handle any inconsistencies related to the security services,
authenticity, confidentiality, integrity and privacy of transmitted information. These attributes are
mostly dependent on cryptographic algorithms which include secret-key distribution, public-key,
and symmetric encryption. All these techniques function independently from the physical layer

[1].

Based on the assumption that the eavesdropper has limited computing power ability, the above-
mentioned techniques are considered to be secure. Also, they rely on fundamental computational
complexity for their robustness. Recent advances in quantum computing pose a serious threat to
the currently used cryptographic schemes with their unlimited computational capacity [2].
Therefore, it is apparent that the traditional methods in secure wireless communication are
becoming less reliable since its protecting data after the communication phase. Due to the
broadcast nature of the physical medium, wireless multi-user communications are very susceptible
to eavesdropping, and it is critical to protect the transmitted information. Security of wireless
communications has been traditionally achieved at the network layer with cryptographic schemes.
However, classical cryptography might not be suitable in large dynamic networks, since it requires
key distribution and management, and complex encryption/decryption algorithms and it is more
susceptible to deciphering using cryptosystems-analyst brute force and supercomputers available
nowadays. A method that exploits the characteristics of wireless channels known as physical layer
security PLS.

2. BACKGROUND

Traditionally, any conflicts relating to the attributes of authenticity, confidentiality, and privacy of
data transmission are handled by the upper layers of the open system interconnect OSI model.

The computational security is conditioned on the limited computational capability of the adversary,
such that the encryption is computationally infeasible to decrypt. With the rapid development of
computational devices such as quantum computing poses a major threat in existing security
techniques in wireless networks, the wireless security solely provided by cryptographic techniques
is becoming vulnerable to attacks. Therefore, it is apparent that the traditional methods in secure
wireless communication are becoming less reliable in the presence of the tremendous development
in decoding algorithms and the great development in the speed of computer processors and
supercomputers.

Cryptography techniques such as secret-key distribution, public-key, and symmetric encryption
are mostly responsible for these characteristics. All of these methods are independent of the
physical layer. These techniques are considered secure based on the assumption that the
eavesdropper has limited processing capability. Moreover, they rely on underlying computational
complexity for their robustness. Recent advances in quantum computing pose a serious threat to
the currently used cryptographic schemes with their unlimited computational capacity [2]. As a
result, it is clear that traditional secure wireless communication technologies are becoming less
trustworthy.
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2.1 Information-Theoretic

In Figure 1, Claude Shannon proposed it in 1949 [7] proposed a model of the secrecy system is
illustrated. The main goal of this system is to reliably convey the message M (Plain message),
which is also hidden from Eavesdropper’s (Eve's) perspective. Alice (Transmitter) and Bob
(Receiver) can do this because they have access to the random key K, which is unknown to Eve
and is used by Alice to encrypt the message into the Cipher test C. Bob, on the receiving end, uses
key K to decrypt the Cipher text C and determine the delivered message M. For, H(M) < H(K) —
Perfect Secrecy Condition — (One — time pad).

The entropy of the key H(K) should be higher than or equal the entropy of the message H(M),
for an encryption scheme to be perfectly secured. In wireless network channels this is not going to
work because we do need another channel in some way so it can transmit as much keys as we have
messages due to one-time pad.

Shered Key
K

Transmitter i Receiver

Cipher Text 0
ENC{M,K) =C DEC(C,K) =M Q

Alice Bob

M ENCryption and DECryption Eavesdropper M

Plain Text technique
éQ

Ewve

Fig. 1. Shannon Model for secure system

From the perspective of information-theoretic, this is the type of security that purely determines
the fundamental limits of PLS measures. In an additive white Gaussian noise (AWGN) channel,
the channel capacity is directly proportional to the power of the signal is given by:

C = Bllog,(1 + SNR) (1)

where B represents the channel’s bandwidth in Hertz (Hz), and SNR is the signal-to-noise ratio.

P
SNR = — )

where P denotes the power of the signal and ¢? is the noise power.

Therefore, the difference between the capacities of Bob and Eve’s channels gives the secrecy rate
of the PLS system model given in Figure 2 by:

Secercyrate R = Cgyp — Cgpe 3)
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Fig. 2: PLS system model

In 1975, Wyner [11] proposed the concept of weak secrecy by expanding Shannon'’s information-
theoretic secrecy theory Figure 3. In this model, the encoder operates on blocks of k source bits
S§K = (81,52,53,...,5%) and produces an encoded sequence X™ = (X1, X2,X3,...,X™) of length
n.

An encoder receives a binary message from the source, SX, and turns it into a codeword, X™, with
n bits. Before being recognized as Y™ at the targeted receiver (intended information user), the
codeword travels through the main channel where it is subject to noise and other sources of error.
However, the wiretap channel allows the eavesdropper to obtain an even larger degraded sample
of Y™, which results in E™ being provided to the eavesdropper.

Alice Bob
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Channel
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Fig. 3: Wyner wiretap channel model

With Wyner's model, it is assumed that the signal received by the eavesdropper is somewhat
degraded and less reliable than the signal received by the legitimate receiver [11]. He proved that
even in the presence of adversary Eve, a perfectly secure transmission to the IU is guaranteed if
the information rate to the IU is greater than the leakage information rate obtained by the Eve
[11,26-27].

3. PHYSICAL LAYER SECURITY

Due to the privacy issues brought on by the broadcast nature of wireless communications, PLS is
best positioned to offer the greatest security benefits in this field. Through the use of the physical
characteristics of wireless channels, researchers hope to gain a better understanding of the level of
secrecy that may be achieved through PLS. The randomness of wireless channels produced on by
noise, fading, and interference has historically been seen in wireless communications as having
negative, deteriorating effects [21]. However, PLS can take advantage of these effects to guarantee
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a degraded, less desirable channel for a possible eavesdropper while offering a more favorable
channel to the intended recipient [22].

The Secrecy coding at the physical layer has its basis in the well secrecy metrics from information-
theoretic security. Secrecy rate, Secrecy Outage Probability (SOP), and Quality of Service (QoS)
which is related to Signal-to-interference-plus-noise ratio (SINR): This metric may be described
as the quantitative relationship between the power of the received signal and power of the
interference plus noise.

In the recent, physical layer security (PLS) provides better signal quality at the information users
1Us compared to that at the Eavesdropper Eve using signal beamforming and artificial noise AN
technique through utilizing the knowledge of transmit channels.

3.1 Channel State Information CSI

The characteristics of a channel in a wireless communication link are defined by CSI. It’s is used
to describe the propagation of the transmitted signal in relation to the corresponding effects such
as scattering, fading, and power decay with distance. CSI can be classified into two classes, perfect
and imperfect CSI. The perfect one involves the complete knowledge of the channel properties of
a communication link. The imperfect CSI is concerned with characterization of the statistical
information only. Such information includes the average channel gain, the type of fading
distribution, the line-of-sight (LOS) component, and the spatial correlation [8].

4. BEAMFROMING

Beamforming is a method that concentrates a wireless signal on a single receiving device rather
than having it spread out in all directions as it would typically from a broadcast antenna. It’s a
signal processing technique that is used to transmit signals effectively in intended directions to
give a maximum signal difference between the receiver in the intended direction and the one in
the unintended direction. Beamforming forms a beam in the direction of the desired recipient to
maximize the signal-to-noise power ratio while suppressing the reception or transmission in the
direction of the unintended user, Figure 4. As a result, the system's energy efficiency is greatly
increased. Instead of being dispersed evenly, the energy is conveyed or directed in a certain
direction.

To achieve spatial selectivity, beamforming, can be utilized at both the sending and receiving ends,
as known as transmit beamforming and receive beamforming.

4.1 Transmit Beamforming T-BF

Transmit beamforming steers the transmitted signal towards the intended receiver by finding the
best possible channel among all the transmit antennas [8]. In terms of PLS, the goal of
beamforming is to make sure that IU, the intended User, has a higher SNR than Eve, the
eavesdropper.
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Fig. 4. Beamforming

Beamforming problem in PLS involves steering the transmitted signal towards the desired user
while considering an interfering user trying to decode the transmitted information.

Employing the base station's multiple transmit antennas will enhance downlink performance.
Depending on whether channel state information CSlI is available at the transmitter, this provides
us two options: Transmit diversity and Transmit beamforming; The Transmit diversity approaches
like the Alamouti scheme [37] can be utilized to create diversity gain if the channel state
information CSI at transmitter is not available ‘imperfect channel’.

In transmit beamforming scheme, illustrated in Figure 5, two users assumed (/U and Eve) with a
Multiple Input Single Output (MISO) channel has assumed with N transmit antennas and single
receive antenna for each user. Weighting the information symbols s with a transmit beamforming
vector w = [wy, w,, ..., wy]” that adheres to the sum-power restriction creates the transmitted
signal vector x.

X =ws (4)

L

Since the beamforming phase shifts is as: w; = m = ¢~i(0()

The fading-channel responses for the N independent fading paths is given by the vector

h = [hy,h, -+, hy 17, Then, the IU’s received signal is gained as:

swy

r=vVPhTx+n - r=\/F[h1,h2---,hN][ +n (6)

SWy

N
r=\/FZhiwis+n (7)
i=1
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Fig. 5: Transmit Beamforming for MISO

r = VP(hywys + hywys + 4+ hywys) + n (8)
=+vP(h s+ h s+:+h s)+n 9
P g + by Qi ©
r=vVP(|hy| + |hy| + -+ |hyDs +n (10)

As a result, the receiver's SNR is increased by combining the many signals that are received at the
intended Information User 1U.

The estimation and detection of transmitted symbols § over flat-fading channel in additive
Gaussian noise in a complex vector space can be measured by the following formula:

§= |_111|: m(|h1|+ |h2|+-~~+|hN|)s+|—’1l|n = s+ I_Illln (11)
Since the absolute value |h| = YN, |h;| and the Frobenius norm | k|| are related as |h|? = hh*;
k|l =  Xi=1lhil?.
Where, the output of the received signal is scaled down by a factor |h| = YN, |h;| which is the

total-energy contained in the impulse response of the flat-fading channel.
4.2 Receive Diversity Beamforming R-BF

Here in this section a channel model of one transmitting antenna and several receiving antennas
defines a SIMO channel configuration will be investigated. Since this configuration offer receive
diversity, which allows the same information to be received across various fading channels.

The channels are randomly selected and assumed as independent and identically distributed
(i.i.d), so, the error event across those independent channels is also independent. The signal to
noise ratios (SNR) of the channels are also i.i.d and every channel path has the same average
SNR. This forms the cornerstone of the SIMO model with receive diversity [16].

To improve the receiver's overall SNR, received signals are combined. When a receiver has
multiple antennas, a signal processing method called Maximum Ratio Combining MRC and Equal
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Gain Combing EGC will be employed [16]. Similar to how a matching filter MF, processes an
incoming signal in the frequency domain, MRC processes the signal in the spatial domain. The
inner product of the weights and the signal vector is maximized by MRC. Considering M-PSK
transmission and M receive antennas are being used in the receiver, the signal that is being received
is as follows:

T = hps +ny for 1<k <M (12)
where hy, = |hy|ei (@9t s the channel state response of the k" channel path;
writing in the compact form as:

r=hs+n (13)

where, for each channel path, r, h, and n are vectors carrying samples of the received signal,
channel state information, and noise component.
The receiver's combiner linearly combines M noisy received signals with weighting
factors w and produces the combined signal as:

y = whir = wlhs + win (14)
where w! is Hermitian vector = (conjugate transpose of vector) w.

Then for more simplifying of Eq. 14:

M £
y= Z Wk*rk = [Wl* JWZ* it 'WM*] [ : ] (15)
k=1 m

The choice of weighting factors w depends on the type of combining technique used. Maximum
Ratio Combining MRC and Equal Gain Combining EGC techniques are the well-known
combining schemes.

4.2.1 Maximum Ratio Combining MRC

The maximum ratio combining method employs all M received signal components, weights them,
and then combines the weighted signals to optimize the SNR at the combiner output. If the receiver
is completely aware of the gains and phases of the channels, the SNR is maximized. To get the
combined signals out of M receiving antennas and recalling to Eq. 14, Eq. 15 where the estimated
channel gain and phase, the weights w is given as:

WMRCk = iik* = |i’\lk|€_i(angle(ﬁk)) 1 < k < M
where, fzk* is estimated (gain and phase) CSI of k" channel path
—~ ~ ~ 1T
=h = [h'l 1h2 1""h’M] (16)

(WMRCk )H = [fh vhy "EM*] (17)

Substitute wyrc" in Eq. 15 yields:
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M
y = (WMRCk)Hr ES Z ﬁk*rk = (E’l*hl + ﬁz*hz + -+ EM*hM)S + noise (18)
k=1

Where noise is summation of all M antennas noises = noise = Y}, ﬁk*nk

As a perfect channel response CSI is assumed, the estimated channel gain and phase for the k"
channel | A, |, angle(h,) respectively is almost equal to the complex impulse response of the k"
channel pathhy, = |hy|ei(@ngtetu),

|hi| = |hil, angle(hy) = angle(hy)
Then the output of MRC in Eq. 18 becomes as:

y= (|hi|? + |hy|? + -+ |hy|?)s + noise = ||h||*s + noise (19)
Here, a prove that the SNR will increase with an increase of channel response paths, i.e., receiving
antennas M. The estimation and detection of transmitted symbols § over flat-fading channel in
additive Gaussian noise in a complex vector space can be measured by multiplying the output of

MRC y yielded in Eq. 19 by ﬁ or, in other words, scaled down by a factor of ||k||? which is
the total-energy contained in the impulse response of the flat-fading channel, as following formula:

a 1 2 2 2 1 :
$=y —3~ 5 (|he|* + |ha|? + -+ [hy|*)s + iz Moise
17| |kl |kl
M ~ %
Dk=1hk Tk 1 .
===l = 2 = s+ ——noise (20)
MRy ||kl
k=1|""k
H 2 _ M 2
Since ||h||* = Y=yl
=S +n 1, =hys+n, T = by s + N Fading channel in polar form
v v ARSI v hye = |hy|e/ 4
Gain & Phase N‘Iatching
[ -
4 A A v v . ) _
®¢ - —= T = = iﬁzrl;'_’i‘;; - [-;S[imﬂ.tc . For pcrtgjc_t thlSC & gain
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% . é}.‘ B and phases ¢h Lhy = Lhy
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Fig. 6: Maximum Ratio Combining MRC with perfect CSI assumed [16].
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4.2.2 Equal Gain Combining EGC

In equal gain combining (EGC), the detection process is carried out on a linear combination of
equally weighted co-phased signals. Because it doesn't need to estimate the fading channels' gain,
it has a reasonably simple implementation. EGC provides comparable performance with respect
to MRC scheme.

T _ prilanate®)) 1< p<m

k —
WEGe™ = 1%
||
A R, hM
Weec ) = [= 777 21)
EGC |h1| |h2| |hM|
Substitute wggc" in Eqg. 15, the output of EGC becomes as:
y = Wgec)Hr = Z (an‘gle(h") hy + z angle(hk)
k_
SRyl + 1yl + -+ IhyDs + noise 22)

Also, the estimation and detection of transmitted symbols § over flat-fading channel in additive
Gaussian noise in a complex vector space can be measured by:

y 1 1 .
S= = |+ || + -+ |hy|)s + =—=—————noise 23
S il Sy (al Rl T Ds + sy (23)

4.3 Artificial Noise AN

The notion of using artificial noise to enhance security in the physical layer was first proposed in
[32]. They identified AN-based transmission as an effective technique that can be deployed in PLS
to ensure secure communication in wireless networks. The procedure involves sending an
interference signal to intentionally decrease the Eve eavesdropper's channel quality in order to
interfere with their ability to listen in.

The transmitter BS creates an artificial noise and transmits it in all directions besides the direction
of the intended user IU. This is the artificial noise technique. As assumed that, the channel is
perfect channel, so the transmitter is aware of the Eve's CSI, transmitter can enhance the total
impact of the AN on Eve.

Since the beamforming technique is used to concentrate the information signal power on the 1U(s)
while artificial noise (AN) signaling the information-unintended users Ewve(s), consequently
degrading the quality of the information signal at those users but not impacting the quality of the
channel of the information-intended users IU [32]. In the AN precoding scheme, the transmitter-
BS divides the transmission power between transmitting the information to the intended user or
recipient, IU, and transmitting the noise signal towards the eavesdropper, Eve. Generating AN
depends on the transmitter ’s knowledge of the Eve eavesdroppers’ channel state information. In
a case where the IU ’s CSI is known and the Eve ’s CSI is unknown, the isotropic AN is generated.

10
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The generated AN is designed such that it lies in the null-space (the orthogonal signal) of the
intended U and directed in the range space of the unintended receiver, eavesdropper Eve [8,33].

Artificial Noise AN

Information
User 1U

Fig. 7: MISO Model: Transmit Beamforming with Artificial Noise

The information signal is represented by the transmitted signal divided by the entire transmission
power allocated to the generation of AN by:

x = /(1 —a)Pws, +VaP vs, (24)

where x is the signal transmitted by a multi-antenna transmitter base-station; a denoted as fraction
of power allocated for information signal power; sy is the information signal, s, denotes the AN
signal, which is chosen to be separate from the source information symbols, i.e., s, # s, ,and the
beamforming complex Gaussian weight vector for the information and generated AN signal vector
‘the signal lies in the null-space of I1U’s CSI” are represented by w and v components, respectively.
And s, E{|sx=1]?} = 1 * P, is the information source symbol intended for 1U,. s,, E{|s,|*} = 1,
IS a zero mean unit variance Gaussian random variable representing the AN used to jam the Eve.

Additionally, the requirement is met by the transmitter selecting v to lie within the AT null-space,
as:

h'v=0 (25)

Thus, the signals received by IU will disappear the generated AN related component since its meet
the above condition, the received signal at IU is:

rIU = th + TlIU
= hT(J(1 — @)Pws; + VaPvs,) + ny
= h"\/(1 — a)Pws, + nyy (26)

In contrast, the received signal by Eve via well-known base-station -Eve CSI channel response
g isas:

— T
Zgye = 9 X + NEgye

gT(mWSk + \/ﬁvsz) + Ngye

11
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= g'J/(1 — @)Pws, + g"VaPvs, + ng,,. (27)

The related AN component {gTv} of the observed signal by Eve is remains in the received signal
in which will degrade the quality of received signal and by conditioning in Eq. 25 by configuring
the AN to affect Eve and all possible Eavesdroppers in all subspaces besides IU's.

5. SIMULATION MODELS AND RESULTS
5.1 Transmit Beamforming (MSO System Model) Simulation

To implement the beamforming transmission using a multiantenna system as derived in section
4.1. Based on whether the availability of beamforming technique at the transmitter, this provides
us to implement two scenarios: firstly, the transmitter with multiple antennas transmits the data
symbols in all directions isotropic ‘No beamforming’, secondly, transmit beamforming, it sends
the data symbols directed to the intended information user IU with the condition of the CSI of the
transmitter — IU is known. A simulation MATLAB of MISO system model has been
implemented in order to prove theoretical results. The proposed system model that was assumed
is that the transmitter is equipped with a different N = 2, 4 ... transmit antennas, and the legitimate
information user IU and the eavesdropper Eve each have a single receiving antenna as illustrated
in Figure 5.

5.1.1 BER Performance vs. SNR with / without Transmit Beamforming Result Discussion

This simulation, which employs 4-PSK modulation, shows how transmit beamforming based on
IU's CSI can give legitimate IU an improved BER over SNR range while Eve's BER remains the
same as the theoretical transmit No-beamforming performance.

Figure 8, shows the semiology plot of BER at legitimate /U and unintended user Eve and shows
as the number of transmit antennas rises, so does the BER rate is hugely decreases ‘hugely
improves’ at IU for the range of SNR. This clarifies the effectiveness of transmit beamforming
and antenna diversity.

The idea of utilizing transmit-beamforming to offer a measurable amount of secrecy of the
transmitter — IU channel as opposed to that transmitter — Eve is shown clearly in the plotted
curve of SNR and BER difference values ‘gap’ between IU and Eve. This SNR and BER gap are
increased as number of transmitting antennas increases.

5.1.2 BER Performance vs. SNR Transmit Beamforming with AN Result Discussion

A simulation MATLAB of MISO system model with power allocation in order to generate AN
Avrtificial Noise with a different given value of transmit power has been implemented and
investigated. The previous system model configurations and assumptions was kept the same except
that, the base-station-Eve CSI is assumed unknown. N of transmit antennas, and the legitimate
information user IU and single eavesdropper Eve each have a single receiving antenna as illustrated
in Figure 7.

12
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4-PSK Bit Error Rate (BER) - MISO Transmit Beamforming vs. No Beamforming
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Fig. 8: MISO Semiology plot for BER vs. SNR with different NTx

This simulation, which employs 4-PSK modulation. Figure 9, shows the semiology plot of BER
with range of SNR at legitimate IU and unintended user Eve. It’s clear that when transmit
beamforming based on IU's CSI with an artificial noise AN generated at the transmitter and
transmitted along with source information signal with allocated power of 20% of total transmit
power, i.e., 80% of transmit power is allocated for the useful source information with a variation
of assumed power value P = 1,2. It shows that legitimate U improves the BER over SNR range
while Eve's BER degraded with a clear curve reading with an increase in SNR. The reason of BER
at Eve degraded and affected hugely is that the AN added to observed signal that makes the signal
quality at Eve is very poor and the observed useful signal is not clear any more since it corrupted
by AN plus channel noise.

An improve in BER of at U is increasingly rises with a rising in value of transmitting power as it
shown in the Figure 9 where the curve of IU BER colored yellow is increased with an increase in
P = 2 and that is very noticeable with respect to curve of IU BER colored green with P = 1.

5.2 Receive Beamforming (SIMO System Model) Simulation

The proposed system model is a simple SIMO model consists of a single transmitting antenna at
the base-station and single information user IU equipped by multiple receiving antennas. the
maximum ratio combining MRC technique implemented as it is the most famous optimal
beamforming receiving diversity technique beside to equal gain combining EGC in order to
achieve better performance BER at the multiple receive antennas M at information user IU.

13
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4-PSK (BER) 2 x1 MISO: Beamforming with 20% of power allocated to generate AN Artificial Noise, Pr=(1,2)
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Fig. 9: BER vs. SNR 2x1 MISO of pair users (IU and Eve) BF with AN

5.2.1 BER Performance vs. SNR of MRC/EGC Receive Beamforming Result Discussion
The same system configuration is assumed as mentioned in the previous sections, perfect
CSlI, and a different number of receiving antennas at IU. In a 1x2, 1x4 SIMO systems with
MRC, the IU’s BER performance is compared to the other system Model, i.e., MISO system
of multiple transmit antennas at base-station and single receive antenna at 1U, i.e., 2x1, 4x1
MISO transmits beamforming, respectively. According to the simulation's results, a receiver

can use this receiving technique to simplify the transmitter by reducing its complexity. A
SNR increases the BER rate decreases.

a 4-PSK Bit Error Rate (BER) - Equal Gain Combining (EGC) simulation and theoretic
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Fig. 10: BER vs. SNR for MRC SIMO compared to MISO, NTx=2,4 and MRx=2,4
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As the number of transmit antennas rises in MISO, SNR improves at the IU. This clarifies the
effectiveness of antenna diversity. In other words, the power of a system with several antennas is
contrasted with a system with a single antenna. On the other hand, in SIMO MRC or EGC, the
SNR gets increase as the number of receiving antennas at 1U increases. This was proven clearly
from the Eqg. 19 and as it shown in plotted BER in Figure 10.

Since EGC is relatively less complexity in implementation and provides a comparable
performance with respect to MRC scheme, here in Figure 11, a comparison of BER for both
techniques EGC and MRC. We conclude that the MRC is achieving a better BER performance
with respect to EGP, difference of the BER plot improves as number or receiving antennas
increases.

4-PSK Bit Error Rate (BER) - MRC and EGC
T T T T

—&— MRC (nTx=1, nRx=2) Theory
MRC (nTx=1, nRx=2)

—6—EGC (nTx=1, nRx=2)

MRC (nTx=1, nRx=4)

—8— EGC (nTx=1, nRx=4) -

Bit Error Rate (BER)

SNR (dB)

Fig. 11: MRC and EGC BER — SNR Comparison
6. CONCLUSIONS

In this paper, a beamforming, is highly recommended technique in the transmission and receiving
signal, and used in the first place in order to achieve secure transmission of information signal via
physical layer and enhances the upper layer security mechanisms. In terms of PLS, the goal of
beamforming has been proved and assured that the intended User (IU) has a higher SNR than the
eavesdropper (Eve). On the other hand, it was proved as well the BER at the U is getting improved
clearly compared to degraded BER at eavesdropper.

The illustrated results were demonstrated is clarified how beamforming transmission is used
despite making it more challenging for an eavesdropper to intercept, beamforming can greatly
increase the amount of secrecy of information being transmitted between a transmitter and an
intended receiver. Moreover, the probability of intercept resulted of enhanced BER observed by
an eavesdropper can be reduced even further by generating and utilizing isotropic AN by assuming
eavesdropper CSI is unknown. Although the insertion of AN reduces the intended receiver's
performance slightly, the impact on the eavesdropper is significantly greater, making AN is
important component of a PLS security strategy. In SIMO system, as observed results out of
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simulating the two receive beamforming techniques, MRC and EGC; we concluded that the MRC
is achieving a better BER performance with respect to EGC. The BER improves as a number of
receiving antennas increases as well as with an increase of transmitting power.
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